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Common Challenges in
Cyber Incident Response
Simulation Seminar

Prepared for the Law Society of Hong Kong

Control Risks is pleased to support the Hong Kong Law Society as it works to help it members understand new and
emerging information and technology risks and work towards managing and mitigating them effectively.

This session will simulate a cybersecurity incident, taking the attendees through a fictitious incident at a fictitious law
firm. The session will be delivered as a series of events where the incident and its impacts develop over a timeline.

The speaker: Jim Fitzsimmons

Jim Fitzsimmons is a Principal leading our digital risk team in the Asia Pacific region.
His work with clients includes evaluating and mitigating the business risks of
information and technology regulations, threat-led cyber security risk assessments
and supporting clients to manage cyber security incidents and crises.

He has over 25 years of experience in providing IT security and consulting services to
a variety of government agencies and industry verticals in the United States, China,
Vietham and Singapore.

Recent tasks that Jim has worked on include:

»  Developing and delivering customised frameworks that help clients implement
compliance programs for China’s new cyber security law.

»  Delivering cyber security crisis management training to senior executives across a broad range of industries.
»  Assessing the overall cyber security maturity of a large, multinational transport and logistics firm.
»  Managing the delivery of a complex, third party cybersecurity risk assessment program across the APAC region.

Jim has extensive experience working with clients in the identification, management and mitigation of security and
resiliency risks. He has led project teams that have developed and evaluated cyber security strategies, operational
policies, security architectures, and governance and management models. He has experience in the technology and
processes that support data protection and personally identifiable information.

Jim has a BA from Boston University where he studied sociology.
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Jim will facilitate the session as if it were a tabletop exercise. Tabletop exercises are training and analysis tools where
an organization can practice their response to a situation to better prepare for such an event and to identify areas to
improve.

In the session Jim will use a polling tool after each event to ask the attendees anonymously what they would do at
that stage. Jim will review the collective responses and will share his insights based on his experience and expertise
in helping organizations manage these kinds of incidents.

Attendees will:

»  consider practical steps to take when an incident occurs and what resources are needed for an effective
response.

»  participate in decision-making that simulates some of the challenging choices that may arise in a cybersecurity
incident.

»  learn about the short and long-term business impacts of a cybersecurity incident.

About Control Risks

Control Risks is a global specialist risk consultancy
that helps to create secure, compliant and resilient
organisations. Combining unrivalled expertise,
experience and reach with the power of data and
technology, we provide the insight and intelligence
needed to stay on track, realise opportunities and
grow.

Confidentiality is important to many of the
organisations we work for, so we don'’t identify
clients as a matter of course. They include national
and multinational businesses in all sectors, law
firms, government departments from many parts of the world and an increasing number of non-governmental
organisations. We also support small and medium-sized national and international companies on their journey to
greater security, compliance, and resilience. Our clients across the world come to us with a fascinating range of
challenges and opportunities. Through experience we have nurtured a genuine one firm culture that brings together
the combination of expertise our clients need.
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