ANTI-MONEY LAUNDERING (AML) /
COUNTER-FINANCING OF TERRORISM (CFT)

Customer Due Diligence and

Record Keeping Requirements
for Legal Professionals
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Division of Labour among Policy Bureaux

4“

Commerce and Economic
Development Bureau (CEDB)

Financial Services and the
Treasury Bureau (FSTB)

e Coordinating the e Coordinating the

|mplementat|on of , Government’s efforts to
resqlutlons of.the Unltgd deliver AML/CFT policies,
Nat.lons Security Council strategies and legislative
against initiatives

(WMD)

e Monitoring the overall

: - effectiveness of Hong Kong’s
* overseeing the WMD and ~ | AML/CFT regime and

strategic trade control compliance with the FATF
regime Recommendations

e Facilitating cooperation
among stakeholders

Security Bureau (SB)

e Responsible for overall
counter-terrorism strategy

e Supporting FSTB in a number

of AML/CFT policy areas:




Money Laundering (ML) Risks of Legal
Professionals

Major Amendments to the Anti-
Money Laundering and Counter-
Terrorist Financing Ordinance (Cap.
615) (AMLO)

AML/CFT Requirements under AM

(a) Customer due diligence (CDLC
(b) Record-keeping (RK)
Targeted Financial Sanctions



(ML) Risks of
egal Profegl‘onals




FATF Action on Gatekeepers

© The FATF's Recommendations
accountants, real estate pro
acknowledges the role that th
these sectors play as gatekee
system and the mo |

=

® The Fi "’};ékeeper
preven! ting these
sector it proceeds.
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FATF Action on Gatekeepers

® These measures aim to addF
of the sectors to money lau
threats, by equipping profess
necessary know-how to detec
possible crlmes ;

» When these dnals are not regulatec
accordan TF Stanc they remain
exposec nir d lack
those ' to see the

gs
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Money Laundering (ML) F

Overall Risks in Hong Kong

el of ML risk,

Hong Kong is exp
' and a medium

- camprising a mec

4 yof vulnerab

Medium-high level
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International typology

ML risk of legal professional service

Buying and
selling of real
estate property

Management
of trusts and
companies

M Making

introductions
for clients

l/, 2%

1

Creation of trusts

and

Money Laundering (ML

~
~
SN

ML Risk
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Local context

Hong Kong Money Laundering and Terrc

Medium Ch. 3
Low
Risk

overall FBPs Terrorist
AML/CFT 2luding and
framewo agal proliferation

ofessionals financing : i
sector) i

Widely participating any service business

Key role in processin al estate transactions
Narcotics Division, Security Bureau



Money Laundering (ML) Ri

ML Risks for Legal Pre
Medium-

ML Vulnerabilities for
Legal Professionals Sector is
ledium-Low

il /|
W Yi

ML Threats for Legal
Professionals
Medium-Low
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o ML Threats for Legal Professior

Expose to potential ML activities n
through estate transactions and.
trust or company services

| ay be con\
" sets,.i

Crime proces
different t

| -,

ing estates |

8 clientele subject to a

soundary ML threat
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“ ML Vulnerabilities for Legc
(Medium-Low)

Effective entry controls
and strong integrity

(must obtain a certificate from the
LSHK to practise as a solicitor)

Enhance AML |

(the LSHK intrc
Direction P, ¢
AML/CF

N » ~Sanctions

K investigates breaches of and
| 2 disciplinary action against non-

b compliance of AMLO, make referrals
D Solicitors Disciplinary Tribunal to
impose penalties)

Narcotics Division, Security Bureau
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Access at -

Mutual Evaluation Repor

by Financial A

APG

S .

Anti-money laundering
and counter-terrorist
financing measures

Hong Kong, China

B0ra/en/publicaii i
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https://www.fatf-gafi.org/en/publications/Mutualevaluations/Mer-hong-kong-china-2019.html
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o Mutual Evaluation Reg
= Legal Profe

nternal
Comprehensive ols and

understanding of yendent
- ML F risks m compliance
y - officer

Take risk-based
approach to mitigate
their ML/Terrorist
Financing (TF) risks

Narcotics Division, Security Bureau
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Access at -

by Financial A

Anti-money laundering and
counter-terrorist financing
measures

Hong Kong, China

February 2023
i

en/publiczililil

4

Regular Follow-up

Narcotics Division, Security Bureau


https://www.fatf-gafi.org/en/publications/Mutualevaluations/FUR-Hong-Kong-China-2023.html

ents to
the Anti-Mone

Laundering aﬂ)cll
ter-Terrorist

Fman*»'ng Ordinance
) (AMLO)
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2

Anti-Money Laundering and Counter-Terrorist Financing
Ordinance (Cap. 615) (AMLO) - Maj¢ 1enc

Commencement Date: 1 June 2023

Items

Politically To replace the definition of under Schedule

exposed 2 of AMLO, as an individual who is or has been en ted with a prominent

person public function in a place outside
Empowering regulatory authorities to ma elines to allow the
exemption of er irements in respect of former PEPs on
a risk-sensiti a

Beneficial Aligning th Il owner” in relation to a trust under

owner the AM person” under the Inland Revenue

' ust is concerned, it includes trustees,
beneficiaries))

Digital dentification systems

identification

systems

Narcotics Division, Security Burea
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2.

Registration Regime for
Dealers in Precious Metals an

Category A Registration

stration

gage in single
transaction involving payment in cash
of HK$1 nore

Subject to fit-and-proper test

Applicability DPMS which -
a) will engage in single dnsc
involving non-cash  payment
HK$120,000 or more; and
b) will not engage in any single
transaction involying payment in cash of
re o
Entry Subject to si
requirements
AML/CFT
obligations

19

|Subject _ to the AML/CTF

obligations set out in _Schedule 2
to the AMLO when engaging in a
cash transaction at HK$120,000 or
more

Narcotics Division, Security Bureau
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Under section 5A(3) of AMLO, a legal prof‘

Requirements under_ AMLC
- Types of Activities for

, the legal professional

a transaction concerning one or more of the f@

a
b.

C.

the buying and selling of real estate
the managing of client money, securities

the management of bank - vmgs or secu

the organization of ions for th reatia )eration or management of

corporations »
the creation, ope‘ on
i. legal perso |
ii. legal arrang
the buying or se |

a service speCIf S

| on of trust or company service in section 1 of Part 1 of
Schedule 1 to the

Narcotics Division, Security Bureau



B Requirements under AMLC

- CDD requirements
%  Prescribed in Schedule 2 to AMLC ,
. identifying the customer afidt MIBAIIRGTERE™ customer's identity

[s. 2(1)(a)]

identifying the beneficial owne
verify the beneficial owner’s ident

« obtaining informatignyon the purpo
business relatio y if @ business relations
[s.2(1)(c)] 4

- if a perso
a) iden

and
and

b) verifying

easures to

nded nature of the
p is to be established

the customer [s.2(1)(d)] -

0 act on behalf of the customer
S to verify the person’s identity;

ority to act on behalf of the customer.

22 Narcotics Division, Security Bureau
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Requirements under AMLC
- When to Carry out CDL

CDD measures must be carried out[s.3,
- before establishing business relat

- before carrying out an occasional 00 or above

[Note: “occasional transaction® 4 a customer with
whom the legal professional does no nship]

jon that the custa

. when there is a
involved in ML/TE

« when there
obtained d

the customer’s account is

or adequacy of the information

If CDD require with, a business relationship or an
occasional trans omer MUST NOT be established. If a
business relationsh established, it must be terminated as soon as
reasonably practica , Schedule 2]

Narcotics Division, Security Bureau
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ﬁ Requirements under AMLO

- Special Requirements - En

Customer is not physically present for ic

Further verifying Taking |

the customer’s supplementary =~

identity on the measures  to 5 account is carried out

basis of documents, yer all the accou opened in the

ﬂgga ?erJﬂ)fgsrPaJé%Z t'r;, - er's name with an authorised
P Y itution, or a financial institution

for the purposes of
verification of the
customer’s identity;

ating in an equivalent jurisdiction

L has measures in place to ensure
. compliance with AML/CFT requirements
" similar to those in Schedule 2 and is
- supervised for compliance with those
requirements by a designated authority

**Starting from 1
customer is not phy
identity may be ve

Narcotics Division, Security Bureau




B Requirements under AMLO
- Politically Exposed Per
o Defined under Part 1 of Schedule 2 -

o an individual who is or has been eni
place outside Hong Kong and—

a) includes a head of state, head «
government, judicial or militar
corporation and an important po

b)  does not include afmiddle-rankinc
categories ment above;

° a spouse, a partner ) parent

(a), or a spouse '

° a close associ

para. (a)

fun

ian, senior
f a state-owned

| official of any of the

individual faI’Iing within paragraph
1 an individual; or
J of an individual falling within

25 Narcotics Division, Security Bureau



Requirements under AMLO
- Special Requirements
% Other high risk situations [s. 15, Sch. 24

o Practice Direction “P”:

* complex, unusually large tran patterns of

transactions, which have no appai Irposes
* overseas companies. where cor atic not readily
accessible, or wit yminee shareholc significant portion of

rer shares
srative

capital in the fom

- clients from of
FATF or ot

ies and territories identified by
to have insufficiently complied

with FAT
< AMLO: ,
e Any other enting a high risk of ML/TF

(domestic PE

26 Narcotics Division, Security Bureau



Risk Jurisdictions

High-Risk Jurisdictions subject to a Call for Action - June 2024 Publication detsils

Language

Country

Democratic
People’s
Republic of
Korea

"black list Jurisdictiotsgubject to a FATF call on its members and other jurisdictions to apply countermeasures

Democratic People's Republic of Korea (DPRK)

Myanmar

Jurisdiction subject to a FATEAAIl on its members and other jurisdictions to apply
enhanced due dilige measures proportionate to the risks arising from the

jurisdiction

committed to address 1 eficiencies. Myanmar's action plan expired in September 2021.

In October 2022, given the continued lack of progress and the majority of its action items still not addressed after a year beyond the action plan deadling, the FATF
decided that further action was necessary in line with its procedures and FATF calls on its members and other jurisdictions to apply enhanced due diligence measures
proportionate to the risk arising from Myanmar. The FATF requires that as part of enhanced due diligence, financial institutions should increase the degree and nature of
menitoring of the business relationship, in order to determine whether those transactions or activities appear unusual or suspicicus. When applying enhanced due
diligence measuras, countries should ensure that flows of funds for humanitarian assistance, legitimate NPO activity and remittances are nof rupted. If no further
progress is made by October 2024, the FATF will consider countermeasures.

Myanmar's overall progress continues to be slow. Myanmar shoul ntinue to work on implementing its action plan to address these deficiencies, including by: (1)
demonstrating an improved understanding of ML risks in key areas; {2) demonstrating that hundi operators are registered and supervised; (3) demonstrating enhanced
use of financial intelligence in law enforcement authoritias | ) investigations, and increasing operational analysis and eminations by the financial intelligence unit
(FIUJ; (4} ensuring that ML is investigated,/prosecuted in line s; {3) demonstrating investigation of transnational ML cases with international cooperation; (&)
demaonstrating an increase in the freezingseizing and confiscation of criminal proceeds, instrumentalities, and/or property of equivalent value; (7) managing seized assets
to preserve the value of seized goods until confiscation; and (8) addressil hnical compliance deficiencies related to R.7 to ensure effective implementation of targeted
financial sanctions related to proliferation financing.

The FATF urges Myanmar to work to fully addres: AML/CFT deficiencies, including to demonstrate that its monitoring and supervision of money or value transfer
services (MVTS) is based on decumented and sound understanding of ML/TF risks to mitigate undue scrutiny of legitimate financial flows.

Myanmar will remain on the list of countries subject to a call for action until its full action plan is completed.
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Requirements under AMLO
- Special Requireme

Obtain approval from its senior manag
relationship; and

either— _

neficial owner’s

. take reasonable measures :
‘ ‘involved in the

source of wealth and
business relations "

*  take additional mea e risk of money laundering or terrorist
financing in ec Uy’

[s.15(a), Sch. 2]

Narcotics Division, Security Bureau
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Requirements under AMLO
- Record-keeping

Duty to keep records [s. 20, Sched

In relation to a transaction -

. original or a copy of the docu ﬁq..' the ¢

a and information,
obtained in connection with the trz ;

For transactions, maintain records on t jears beginning on

the date on which the transaction is co
In relation to a custom

a record of t'he data and information,
rifying the identity of the customer or

. original or a c@
obtained in
any benefi

uments
iy

g to the customer’s account and business
d any beneficial owner of the customer

. original o
corresponc

oughout the continuance of business relationship
e end of the business relationship

Narcotics Division, Security Bureau
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and for at least 5 y
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- Sanctions

3]

Non-compliance with the r
with the prevai
the Legal Practitior

- . 159.

Requirements under AML 4 |

1 accordance
ism under
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eted Financial Sanctions
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ﬂ Targeted Financial Sanctio
- Terrorist Financing

Terrorist Financing Risk of Hon

United Nations
(Anti-Terrorism
Measures)
Ordinance
Cap. 575

No confirmed
case of TF
activity

Medium-low
Risk
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@ UNATMO

Q&\\ . 4
Under the UNATMO, the Government has

of terrorist acts, including -

ﬂ Targeted Financial Sanctior
- Terrorist Financing

e £

on prevention

<~ publishing in the Gazette a notice of pe organizations designated by

the UN or specified b
freezing terrorist p
prohibition on p
prohibition or
property/so
prohibition ¢
specified ter
prohibition on'
organizing/facili

S > e

e court as te t assouates

to commit terrorist acts

ices available to or collecting
orists/terrorist associates
orist property or property of

ing P

g property to finance or
avel of foreign terrorist fighters
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Targeted Financial Sanctions
- Proliferation Financing of Democrati '

United Nations Sanctions Ordinance (Cap. 537)
« United Nations Sanctions (Democratic People’s Republic of Korea) Regulation (Cap.537AE)
« United Nations Sanctions (Joint Comprehensive Plan of Action - Iran) Regulation (Cap.537BV)

i

or other financial assets or

Targeted Financial Sanct

X NOT to make availab
eCconomic resource

(i) individuals o 1 Nations Security Council, and

(ii) individuals o of, or at the direction of, or owned

or controlleca

= Narcotics Division, Security Bureau



Targeted Financial Sanction:
- Terrorist Financing and

UNITED NATIONS (ANTI-TERRORISM MEASURES) ORDINANCE
(Chapter 575) : - ; .
R List of relevant persons and relevant entities published under section 31 of

the United Nations Sanctions (Democratic People's Republic of Korea)
Regulation

Updating of specification of names of persons designated as
terrorists or terrorist associates by the
Committees of the United Nations Security Council established pursuant to
the Resolutions 1267 (1999), 1989 (2011) and 2253 (2015),
as well as the Resolution 1988 (2011)
(the Committees)

of individuals and entities
ted by the United Nations

Se y Council
hteps://www.cedb.gov.hk/en/policies
Zunited-nations-security-council-
“sanctions. html/

Li

Publishing in the Gazette &
' de

persons or organisations
by the United Nationss
terrorist associates |

https://www.sb.gov.,
errorist/terrorist.htm/*
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THANK

YOU
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www.nd.gov.hk
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