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An Overview of Amendments to AMLO

 Effective from 1 June 2023 (published in the Gazette (Ord. No. 15 of 2022))
» Reasons for the amendments are:

a) to ensure alignment of the regulatory regime with the latest international
standards set by the Financial Action Task Force (“FATF”), and

b) to address technical deficiencies identified in the Mutual Evaluation report
on Hong Kong 2019.

* The Law Society made further revisions to the PDP to:

» better align with the corresponding provisions in the AMLO and the FATF
recommendations;

» provide additional guidance on some of the requirements; and

» introduce provisions relating to the combat of proliferation financing (“PF”)
to align the PDP with the corresponding provisions in Hong Kong legislation
and with FATF’s expectations in this area.
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Key Amendments

U Licensing regime for virtual asset service providers (VASPs)

O Registration regime for dealers in precious metals and stones (DPMS)
0 AMLO amendments impacting legal professionals:

1. Change in definition of “beneficial owner” in relation to a trust

* Aligning the definition of “beneficial owner” in relation to a trust under the Amendment
Ordinance with that of “controlling person” under the Inland Revenue Ordinance
(Cap.112), by clarifying that, where a trust is concerned, it includes trustees,
beneficiaries and class(es) of beneficiaries

2.  EDD not required for former PEPs, subject to a risk-based approach

3. New definition of a PEP — foreign PEPs are those from outside of Hong Kong NOT outside of
China. EDD required for ALL PEPs outside of Hong Kong

4. Introduction of “digital identification” system as a new method to identify and verify a client’s
identity in situation where client is not present for face-to-face identification
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Revised PDP

1. The SAR Government gazetted the revised PDP on 25 May 2023 (Gazette No.
No. 21 Vol. 27, item 3122)

2. The revised PDP with explanatory Circular 23-310 (SD) was issued by the Law
Society on 25 May 2023

3. A copy of the updated PDP and the Circular 23-310 (SD) can be found at the
following Law Society links:

https://www.hklawsoc.org.hk/-/media/HKLS/Home/Support-Member/Professional-Support/Vol-2-
Eng/V-2-CH-
24.pdf?rev=50b6501c380444b0abc2313566c8384f&hash=6FESEEFSFADEB62180C326C32FCE161
F

Members Zone:

ft A https://www.hklawsoc.org.hk/en/Support-Members/Professional-Support/ AML/AML-Resources
AML WebSIte' under the “Regulatory Framework” section
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An Overview of
Amendments to PDP
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Politically Exposed Person

New categories of Politically Exposed Person (“PEP”) include: (a) Domestic PEPs (“HK
PEP”), and (b) “International Organisation PEPs” in line with the FATF definition of a PEP

* A non-Hong Kong PEP means:-

(a) an individual who is or has been entrusted with a prominent public function outside Hong Kong and
includes a2 head of state. head of government, senior politician, senior government, judicial or

Table A, (i
N NOIl-HO]_‘lg Kong military official, senior executive of a state-owned corporation and an important political
section 4 of party official;

the PDP PEP (i}  but does not include a middle-ranking or more junior official of any of the categories mentioned in
i subparagraph (1);
(P"Drelgrl PEP) (b) a spouse, a parmer, a child or a parent of an individual fallmg within paragraph (a), or a spouse or a partmer of

a child of such an individual; or
()] a close associate of an individual falling within paragraph (a).

New definition * A Hong Kong PEP means:-
Table A, (a) an individual who is or has been entrosted with a prominent public function in Hong Kong and
. (i) includes head of govermment, semior politician, senior government, or judicial official, or
section 5 of HODg Kong PEP senior executive ufg: guvernment—nwnewf:urpﬂnﬁnn and :fl importamt pnl.i:ir.ll party official;
the PDP ; (i)  but does not include a middle-ranking or more junior official of any of the categories mentioned in
(DOIIIBSHC PEP) subparagraph (i);
(b) a spouse, a partner, a child or a parent of an individual falling within paragraph (a). or a spouse or a partner of
a child of such an individual; or
(e) a close associate of an individual mdividual falling within paragraph (a).

* Amn international organisation® PEP means:-

() an individual who is or has been entrusted with a prominent function by an international organisation, and

section 6 of Intematlﬂnal (i) includes members of senior management, i.e. directors, deputy directors and members of the

board or equivalent functions;

the PDP & OI' anis atiOIl PEP (i1} but does not include a middle-ranking or more junior official of the intemational organisation;

footnote 5 g () a mm%awaﬁﬁﬁ a parent of an individual falling within paragraph (a), or a spouse or a partner of
a of such an . or

(9] a close associate of an individual falling within paragraph (a).

Table A, New definition




Enhanced Due Diligence for PEPs
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Clarification on the status of “HK PEP” and “International Organisation PEP” — not
automatically a high risk client, EDD subject to risk-based approach — (PDP, Table

A, section 7)

International
Non-HK PEP HK PEP Organisation PEP
| | : .
EDD Risk Assessment to determine if EDD is
(para 124 of the PDP) required

* Establish Source of Funds
(“SoF”’) and Wealth (“SoW”)

* Partner/Management Approval

* Ongoing monitoring

!

Can determine level of information
required to verify SoF and SoW taking
into account factors listed in para 125

of the PDP either from the client,

commercial database or from open

sources based on the ML/TF risk
posed by the PEP

(Table A, section 7)

* Client risk factors, Country risk factors, Transaction factors,
Delivery channel risk factors, Service risk factors

(para 121 of the PDP)

|
EDD
measures in EDD not
high risk required
scenarios

(Para 124 of the PDP)

7
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Treatment of a Former PEP

EDD not required subject to risk- * A former PEP means:-

based approach - PDP Table A (a) an individual who has been but is not currently entrusted with a
. ’ ’ prominent public function;
section & (b) a spouse, a partner, a child or a parent of an individual falling within

paragraph (a), or a spouse or a partner of a child of such an individual;
or

(c) aclose associate of an individual falling within paragraph (a)

Risk factors to determine whether former PEP no longer presents a high risk
of ML/TF:

(a) the level of (informal) influence that the individual could still exercise;

(b) the seniority of the position that the individual held as the PEP; and

(¢) whether the individual’s previous and current function are linked in any way
(e.g. formally by appointment of the PEP’s successor, or informally by the
fact that the PEP continues to deal with the same substantive matters).

1

* Risk assessment must be documented
* Decision not to apply EDD to former PEP requires Partner’s/Management approval
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Definition of “Beneficial Owner” for a Trust
Client

* Align the definition of “beneficial owner” in relation to a trust under the Amendment
Ordinance with that of “controlling person” under the Inland Revenue Ordinance
(Cap.112), by clarifying that, where a trust is concerned, it includes trustees,
beneficiaries and class(es) of beneficiaries — PDP, Annexure 8

New definition Superseded definition

(c) in relation to a trust, means— (©) in relation to a trust, means—

trust property, whether the interest is in possession or in remainder or reversion and () anindividual who is entitled to a vested interest in more than 25% of the capital of the
whether it is defeasible or not; trust property, whether the interest is in possession or in remainder or reversion and

\

[(1) a beneficiary or a class of beneficiaries of the trust entitled to a vested interest in the
J 3 ‘

whether it is defeasible or not;

(ii) the settlor of the trust;

(i)  the settlor of the trust;

(iii)  the trustee of the trust

(iv)  aprotector or enforcer of the trust; or (iif)  a protector or enforcer of the trust; or

(v)  anindividual who has ultimate control over the trust; and (iv)  an individual who has ultimate control over the trust; and
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IAM Smart - “Recognised digital identification system”

* A “recognized digital identification system” allowed for identification and
verification of client’s identity in non-face-to-face situations - Schedule 2, Part 2,
Division 1, Section 2(1) (ab) (ii1a) of the AMLO

» If, “recognized digital identification system™ is used, additional requirements set out
in:
» Section 9 (Special requirements when customer is not physically present for
identification purposes), and
» Section 5(3) (Duty to continuously monitor business relationships)
of Schedule 2, Part 2, Division 1 to the AMLO do not apply

* At present, regulatory bodies in HK, including the Law Society recognise iAM
Smart as the only system that meets FATF definition of the “digital identification
system”

. . Y - /<

* 1AM Smart platform can assist law firms with identification @ iAM S mart

and verification of clients holding HK ID

10
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IAM Smart — Application Process for Law Firms

Law Society :
informs the Testing of law

Application to firm’s IT system
the Law Society e @it e in the “Sandbox

Security
checking and
Privacy Impact
Assessment
testing by a
third-party
before
integration

Government

for integration Chief Programme

with the 1AM

' supported by the
Smart Platform Information

Officer 1AM Smart
(“OGCIO”) Cyberport Team

Detailed information can be found on the Law Society’s AML website under the
“Tools and Templates”, “Guidance on Alternative Processes to Verify a Client’s
Identity” tab:

https://www.hklawsoc.org.hk/en/Support-Members/Professional-Support/ AML/AML -
Resources

11
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Name Screening Requirements

Lawyers are required to:

* Screen the names of their clients and beneficial owner(s) against United Nations
Sanctions list and the list of terrorist or terrorist associates — PDP, Table A, section 2
(Client due diligence), limb “How” (iv); and

* Apply a risk-based approach to screening of connected parties before legal services
are provided and before the CDD assessment is undertaken on the client — PDP,
footnote 2

* The screening should be completed against the:
» the names (and aliases) of designated individuals and entities on the UN
Sanctions List and UNATMO List of terrorists and terrorist associates;

» PEP lists; and Sanctions

Lists

» adverse media, such as reports of criminality or misconduct

e How?

Client
Name

Public records

»

Adverse

EER News

12
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Risk Assessment for New services, Business
Practices and Technologies

* New and developing technologies, legal services
and firm’s new business practice(s) can present
unknown ML/TF and potential PF risks and
vulnerabilities. In addition, new methods of
delivery may be able to bypass existing
AML/CFT measures to allow anonymity and disguise beneficial ownership.

* Firms are required to perform a risk assessment in the following situations:

» introduction of new legal service(s) e.g. new area of practice;

» opening a new office;

» a firm’s restructuring which involves for example, merger with another law firm,
acquisition of another law firm;

» outsourcing KYC/CDD processes(es); or

» deployment of new technologies for example, automated KYC/CDD, screening
solutions or case management system

To understand if regulatory requirements are met and whether appropriate procedures,
policies and controls are implemented to mitigate the risk.

13 PDP, para 39



égg [AWSOCIETY
¥ & ® w5 W

Firm-wide Risk Assessment

* Law firms are required to conduct a periodic firm-wide risk assessment,
depending on the size and complexity of the law firm — PDP, para 41

What is practice-wide risk assessment?

= [t identifies which areas of the business could currently be exploited or are vulnerable to ML/TF/PF

= |t sets out information on specific ML/TF and PF risks applicable to the nature of the firm’s
services provided, type of clients, size and complexity

= [t states what the firm does when it identifies a high-risk client or matter

= [treferences the firm’s policies, controls and procedures to address the risk

= [t must be documented, approved by senior management and reviewed at least on a bi-annual basis
(if there are no major changes to the operation of the firm)

* The practice-wide risk assessment comprises the following five risk factors:

Type of Geographical Products and Type of Delivery
clients Location Services Transactions Channel

14
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Practice-wide Risk Assessment Key Considerations

Type of Clients

Geographical Location

Does your practice deal
with the following type
of clients?

= Politically exposed
person (PEP), their
close associates and
family members;

= Clients from cash-
intensive/ risky sectors
or businesses;

= Unusual or
excessively complex
ownership structures;

= Clients seeking
anonymity or who
cannot prove their
identity;

= High-net-worth
individuals (tax
evasion and
corruption)

Does your practice
provide services to
clients from or is
directly or indirectly
connected to:

= High-risk jurisdictions

identified by FATF or
United Nations
Sanctions Lists (Client
may not operate in a
high-risk jurisdiction
or be subject or
sanctions restrictions
itself but obtain
funding from,
purchase or sell most
of their goods and
services from those
jurisdictions).

Links to countries
with significant levels
of corruption.

Products and Services

Does your firm provide the following services?

Commercial or property transactions;

The establishment of trusts or corporate structures
(which could have an ulterior motive such as
obscuring the property identity of the
owner/beneficiary of property);

Payments that are made to, or received from, third
parties who are not obviously connected with any
transaction;

Tax Mitigation Strategies;

Misuse of client accounts: performing high-value
financial transactions for clients with no clear
business rationale;

Transactions involving inter-company loans;
Transactions involving the purchase of valuable
assets (for example, real estate);

Cross-border transactions (including transactions
which require involvement by offshore
banks/businesses, including trust company service
providers);

Transactions involving the use of shell companies
/corporations;

New or developing technologies, or products, that
might favour anonymity

1) 4+ 2 W B Y
Type of Delivery Channel
Transactions
What are the Does your

characteristics of
transactions that
your firm
undertakes?

= Large and
valuable
transactions;

= Transactions
involving cash
payments, wire
transfers other
methods;

= Sending/receivi
ng funds to
third parties or
overseas and in
what
circumstances.

practice deliver
services through:

= Non-face-to-
face
interaction, for
example
telephone,
video calls,
email;

= [Instructions
taken from
agents or
intermediaries.

15 Source: The Solicitors Regulation Authority
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Client Risk Assessment

* Additional guidance regarding the conduct of a client risk assessment as part of the
CDD process — PDP, Table A, section 2 (Client due diligence), limb “How” (v),
paragraph 120.5 and 121

* The client risk assessment comprises the following five risk factors:

Client Risk Country Service Type of Delivery
Factor Risk Factor Risk Factor Transaction Channel

* A client risk assessment is linked to a specific client, and should assess the
higher level of ML/TF risks associated with the above factors to understand
what level of CDD should be applied

 The Law Society developed Client Due Diligence Templates in 2022 to show
how the Client Risk Assessment can be documented with examples of the high

risk factors
16
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* Definition of Simplified Due Diligence (“SDD”) aligned with Section 4, Division 1, Part
2, Schedule 2 of the AMLO allowing for application of SDD in a wider number of
circumstances — PDP, Table A, section 9 (SDD)

\

A government or public institution established in HK or in equivalent
jurisdiction that has measures in place to ensure compliance with
requirements similar to those imposed under AMLO

A financial institution incorporated in Hong Kong or jurisdiction
subject to and supervision for compliance with AML/CTF

consistent with standards set by FATF

A company listed on a regulated market subject to disclosure

requirements

An investment vehicle fulfilling requirements contained in

Section 4 (3) (d) of the AMLO

Vo

Low risk products such as a provident, pension retirement or
superannuation scheme that provides retirement benefits, an insurance
policy that does not contain a surrender clause or can be used as
collateral for the purpose of the above products, a life insurance as

defined in Section 4 (5) (¢) of the AMLO

17

No requirement to identify and
verify beneficial owner

Can accept other documents,
data or information (e.g. proof
of FI’s license, listed status or
authorization status only etc.)
Can reduce the degree of
ongoing monitoring

Do not have to collect specific
information or carry out specific
measures to understand the
purpose and intended nature of
the business relationship, but
can infer the purpose and
intended nature from the type of
transactions or business
relationship established.
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Guidance on ldentification and Verification of
Beneficial Owner

* Additional guidance regarding the use of documents and information to identify and

verify a beneficial owner or persons having ultimate ownership or control over the
client — PDP, para 108

* Lawyers must take reasonable steps to verify the identity of a beneficial owner or
persons having ultimate ownership or control over the client

* Type of information / documents that can assist in the verification process:

Publicly available records of beneficial owner(s) available in the public domain (e.g. register
of significant controllers (this will depend on the jurisdiction involved) or from the client e.g
the significant controllers register maintained in accordance with the Companies Ordinance of
Hong Kong.

Documents or information in relation to the beneficial owner’s identity obtained from a
reliable and independent source

Client’s undertaking or declaration in relation to the beneficial’ s owner identify in complex
structures (corroborated with publicly available information if needed)




What's New?
AML/CTF Risk Assessment of the Legal Sector 2023

Key MUTF Risks

[ inherent Risk Rating

Geographical Risk Factors

Clients/matters with links to higher risk
jurisdiclions

Client Risk Factors

Polifically Exposed Persons (PEPs)

Familiar Clients

Situations where undarlying cliant identity is
obscured

Cash intensivairisky seclars or businesses

Mot assessed as part of the AML Raview, firms should make an
independent assessment of the risk

Products and Sarvices Risk Factors

Conveyancing

Trusl & Company Service
Provisian

Tax advice

Sham Litigations

Delivery Channels Risk Factors

Non-Face-to Faca Delivery Channels

i 2022 Anti-Money
Laundering and Counter-

a
Terrorist Financing Risk
5

Transaction Risk Factars

t of the Legal

i) Size/value/complexily of the transaction
{ii) Mathods of payment: use of cash and
chequas

Sector in Hong Kong

Third-Party Payments

Emerging/Other Risks

Pandemic and Post Pandamic-related risks

Internal Fraud

ot d May 2023
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Assesses inherent risks specific to the legal
profession in Hong Kong

Helps to understand which areas of legal practice
and which other ML/TF risks can make a firm
vulnerable to ML/TF threats

Should be factored in the firm’s-wide risk
assessment and when assessing ML/TF risks
applicable to a client

Available for legal professionals in the Member’s
Zone under the tab “Support for Members / Law

Firms”, “AML/CTF Sectoral Risk Assessment”
https://www.hklawsoc.ore.hk/en/Support-

Members/Professional-Support/ AML/AMLCTF-Sectoral -

Risk-Assessment

19
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Key Risks and Best Practice Leaflet for
Conveyancing Transactions

A guide with examples of red flags
related to corruption and money
laundering in conveyancing and
related transactions, handling of
title deeds and clients’ money

Lists internal control measures to
mitigate corruption/money
laundering or related malpractice
risks

Should be shared with all staff
within the firm, not only fee
earners

English version

pnveyancing and

ﬂ Related Transé'i’:”tlo gl

practie Owecton P asusd by LM

A

T8 Propery hancie chents’ fnds i sccarganos Wh P Sohciry” Acceunts Rlen (C29.1589) and e

Ao o e levact acounter e ad oqarrrecte

et cotectban- 1 chaques 1 repave sccruntg e

WAREREHEREA (THES) BN UEBRGLNETS (FUEEFLR AR
BEORFHATH)

W st/ B FORBITR ARG « SARIERB AR Tt /SRR

[k (B
HHHIA)

W EFREDHRL « EANRGRINE

AT (RREAFEA
i REROERARME

13 R REMIRERAN (15978 ) NRBARTH (WLEIP) - BEREEF

15 EAGHELT  GERNYBERRFTATAARLE (FOEETANAR
W/ FAZFHRIBRE )

16 BREUEE  ROFRABF AN

7. WFAENERHLAE (FOLRLLATE ST TREIE - A2 WEZNE
SREMOAT /AL) | ERREE (HMESA - UERAWE) -

18 EREHBFEGINERES - BERRTROLTERLOTS - URREEA
BARR - LBRARIOBHEY

=gz?au @] " ,,_ v

Chinese version

HxR) rAE

) 582
269 (268 OEHT  EUTANARR - UARHTESTRUXNARENLS 1
B

R
HRERGESER

Leaflets are available on the AML website under the tab: “Tools and Templates”, “Conveyancing and

Related Transactions — Key Risks and Best Practice Leaflet”

https://www.hklawsoc.ore.hk/en/Support-Members/Professional-Support/ AML/AML-Resources
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LSHK’'s AML/CTF Supervision — Progress Update

Q32021 2022 2023

New AML Websié i Revision of Z AML/CTF Sectoral Risk
with detailed : Practice Direction Assessment - Q2 2023

AML/CTF P-Q2 2023 .

AML Learning
Toolkit
containing:

AML Review A

First Sectoral

Tppointment of
the AML
Executive

ML/TF Risk Review of
Assessment of a) Sample Client resources— Q3 * Revision of AML Automated Risk
Legal Profession Due Diligence 2022 Learning Toolkit Assessment Tools
in Hong Kong — Forms e AML Forum - -Q2 2023 and Risk Assessment
82% participation b) Guide on Q3 2022 + Development of methodology for
rate Alternative * Revision of the iAM Smart AML/CTF firm visits -
* Phasel (50 Processes to ) core AML/CTF registration Q1-Q32023

law firms) — Verlfy a Client’s RME process for law * Launch of LSHK AML

Q1 2022 Identity Programme to firms with Team - Q4 2023
* Phasell ;)ng'\lgrl-ozggﬂf:s :Dnclll{;:le " (ZDC)GZC‘a'IO -Q2 * Design of the AML

(expanded to Template rofireration Firms’ Visit

all law firms) — Financing risk Methodology —

Q4 2022 d) AML Leaflet for and practical under review

Clients application of

e) Frequently AML/CTF

Asked Questions — requirements —
Q3 2022 Q3 2022
* Additional 4
AML/CTF
workshops -
Q3-Q4 2022

Regular AML Seminars and AML/CTF Risk Management Education courses for legal practitioners

21



{5 1AWSOTETY
The “Letter of No Consent regime” (LNC) Court

of Final Appeal (CFA) decision in Tam Sze Leung
& Ors v Commissioner of Police [2024] HKCFA 8

* The message from the CFA’s confirms that the "No Consent" regime is constitutional.

* The CFA’s judgment reaffirms that police may issue LNC in respect of a suspect’s
bank accounts and refuse to consent to the withdrawal of any funds to prevent money
laundering until further investigation and granting of a restraint order by the court.

* The CFA clarified that apart from the common law, the source of power for the regime
is in fact the Police Force Ordinance (Cap. 232), which Section 10 provides for Police
duties, including to take lawful measures to prevent and detect crimes and to prevent
injury to property.

 LNCs were efforts in line with the Police duties, to seek information from banks in
aid of investigations and to prevent crime and dissipation of proceeds of crime. The
CFI’s previous finding of ultra vires was based on a reading of OSCO and was
therefore wrong.

22
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* The CFA confirmed that the police’s LNCs do not freeze bank accounts — the
freezing of accounts is the bank’s decision:

"The withholding of consent no more ‘freezes’ an account than the giving of
consent compels the bank to release money. The police have no power to
require the bank to do anything.« [Tam Sze Leung (CA) at [58], endorsed by
the CFA in Tam Sze Leung (CFA) at [67]]

“Unless, having made due inquiries, the bank is confident that the suspicion
is dispelled, it runs the risk of incurring criminal liability under section 25(1)
[OSCOJ] if it deals with the funds since the information provided by the
police is likely to constitute reasonable grounds to believe that those funds
represent the proceeds of an indictable offence. The desire to avoid such
risks therefore motivates the bank to freeze the account. The freeze might
have been instigated by the police but it represents the banks own act, done in
compliance with its legal and regulatory duties.” [Tam Sze Leung (CFA) at

[45]]

23
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Questions?

Disclaimer:

These materials are provided by the Law Society of Hong Kong and reflect information as of 4 July 2024.

The contents are intended to provide a general guide to the subject matter only and should not be treated as a substitute for specific advice
concerning individual situations.

You may not copy or modify the materials or use them for any purpose without the Law Society’s express prior written permission.
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