ANTI-MONEY LAUNDERING (AML) /
COUNTER-FINANCING OF TERRORISM (CFT)

Customer Due Diligence and
Record Keeping Requirements
for Legal Professionals
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1. Money laundering (ML) risks of Legal

2.

Professionals
Anti-Money Laundering and Counter-I
Financing (Amendment) Bill 2022

AML/CFT Requirements under the
Anti-Money Laundering and Counte
Terrorist Financing Ordinance
(Cap. 615) (AMLO)

(a) Customer due diligence (CDD
(b) Record-keeping (RK)
Targeted Financial Sanctions
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o Money Laundering (ML) Risks of fessionals

International typology
ML risk of legal professional service
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o Money Laundering (ML) Risks of fessionals

y

Local context
sk A_s;‘nent Report

Hong Kong Money Laundering and Terr

"
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AND TERRORIST FINANCING

Low RISK ASSESSMENT REPORT
Risk ‘
overall threats sectoral ((EEL proliferation

AML/CFT.4 posed by  MLrisks professionals financing
framework various sector)

Widely participating i any service business

Conveyancing - transaction of real estate




Money Laundering (ML) Risks of

Overall Risks in Hong Kong

‘ Hong Kong is exposed to a medium-high level of ML risk,

comprising a medium-high level of threat and a medium

Money Laundering (ML) risk level of vulnerability.

Medium-high level




ML Risks for Legal Professi
Medium-

ML Vulnerabilities for
Legal Professionals Sector is
Medium-Low

ML Threats for Legal &
Professionals Sectoris™

Medium-Low f




o ML Threats for Legal Professionals

Expose to potential ML activities
through estate transactions and
trust or company services

Crime proc
dlfferent

ay be converted into
assets, including estates

e clientele subject to a
s-boundary ML threat




o ML Vulnerabilities for Legal Prof Sector

(Medium-Low)

Effective entry controls
and strong integrity

(must obtain a certificate from the
LSHK to practice as a solicitor)

Enhance AML

(the LSHK introduced the
Direction P conduc
AML/CFT semi

(the LSHK c:?cts
investigation an spection)

Sanctions

(the LSHK investigates breaches of and

take disciplinary action against non-

compliance of AMLO, make referrals

to Solicitors Disciplinary Tribunal to
impose penalties)




Guidance for a Risk-Based Approz

Legal Professionals

¢ Section lll = Guidance.for Practitioners
1. Risk identifidtiﬂandassessment

2. Variable.;s"'of ri
3. Documentati

4. Risk manag

ent

Igation
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o Mutual Evaluation Rep
| - Legal Professi

i
Good

understanding of
approach to mitigate Comprehensive enhanced due controls and
e e understanding of diligence independent
Financing (TF) risks ML isks measures for compliance
higher risk officer
situations

Take risk-based Applied internal
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Anti-Money Laundering and Counter-Terrorist Financing
Ordinance (Cap. 615) (AMLO) - Amenda

ts.of Provisions

Commencement Date: 1 June 2023

Items |

Politically To replace the definition of ‘ er-sedunder Schedule

exposed 2 of AMLO, as an individual who is or has been entrusted with a prominent

person public function in a place outside Hong Kong 7
Empowering regulatory authorities to make guidelines to allow the
exemption of ced CDD requirements in respect of former PEPs on
a risk-sensiti _

Beneficial Aligning the definition of “beneficial owner” in relation to a trust under

owner the AMLO withthat of “controlling person” under the Inland Revenue
Ordinance (C [ e a trust is concerned, it includes trustees,
beneficiarie eneficiaries)

Digital Allowing the Ital identification systems

identification | (i.e. non fa i

systems
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Two-Tier Registration Regime for
Dealers in Precious Metals and Stones

Category A Registration

egory B Regfstration

ich wi gage in single

transactions involving payment in cash

of HK§120,000 or more

Subject to fit-and-proper test

Applicability DPMS which -
a) will engage in single IoNns
involving non-cash payment of
HK$120,000 or more; and
b) will not engage in any single
transaction involying payment in cash of
Entry Subject to sim ion
requirements
AML/CFT
obligations

Subject to the AML/CTF
obligations set out in Schedule 2
to the Anti-Money Laundering and
Counter-Terrorist Financing
Ordinance when engaging in a cash
transaction at HK$120,000 or more
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AMLO

9 Requirements under AMLO

Amendments to the Ordinance pas 018

Commenced on 1 March 2018

To extend statutory CDD and RK requirements to (r Designated Non-financial
Businesses and Professions (DNFBPs): legal professionals, accounting
professionals, Trust mpany Service Providers (TCSPs) and real estate
agents, when they peC|f|ed transactions

To introduce a dicensing regime for TCSPs administered by the Companies
Registry




Requirements under AMLO

3

X Defined under Schedule 1, Part -

a) a solicitor as defined by section 2(1) of the Legal Practitioners Ordinance
(Cap. 159); or }a

b) a foreign lawyer
Ordinance (Cap

- Legal Professionals

defined by section 2(1) of the Legal Practitioners




e Requirements under AMLO

R Under section 5A(3) of AMLO, a legal professiona

a transaction concerning one or more of the f

o 9

o

- Types of Activities for whic RK are Required

CDD and keep records when,

for or c_arr'lr out for a client

, the legal professional in H

the buying and selling of real estate
the managing of client money, securities or other assets/

the management of bank, savings or securities accounts

the organization of
corporations

jons for the creation, operation or management of
the creation, operation or management of -

i. legal persons; or
ii. legal arrangemen
the buying or selling

a service specified in:

ition of trust or company service in section 1 of Part 1 of
Schedule 1 to the /
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o Prescribed in Schedule 2 to AMLO

Requirements under AMLO
- CDD requirements

identifying the customer

; cust‘ofﬁs identity
[s. 2(1)(a)]

identifying the beneficial owner and taking réeasonable measures to
verify the beneficial owner’s identity [s.2(1)(Db)

obtaining informatignyon the purpose and intended nature of the
business relati if a business relationship is to be established
[s.2(1)(Q)] :

if a persongpurports to act on behalf of the customer [s.2(1)(d)] -

a) identifying rting to act on behalf of the customer
and takin res to verify the person’s identity;
and

b) verifying

ority to act on behalf of the customer.
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e - When to Carry out CDD

Requirements under AMLO

tomer‘

- before carrying out an occasional transaction involving $120,000 or above

CDD measures must be carried out [s.3,
- before establishing business relati

[Note: “occasional transaction” means a tran jon with a customer with
whom the legal professional does not have a business relationship]

- when there is a
involved in ML/T

- when there__.ake doubts on the veracity or adequacy of the information
obtained during C process

jon that the customer or the customer’s account is

d with, a business relationship or an
stomer MUST NOT be established. If a
stablished, it must be terminated as soon as
s.3(4), Schedule 2]

If CDD requiremen
occasional transacti
business relationshi
reasonably practica
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e Requirements under AMLO
- - When to Carry out CDD

4
Exceptional circumstances where i er anm beneficial
owner can be verified AFTER establishing a business relationship

[s.3 (2), Schedule 2] - /

- any ML/TF risk is effectively managed; and

- it is necessary terrupt the normal conduct of business with
regard to that«Customer; and

The verification m be co d as soon as reasonably practicable

[s.3 (3), Schedule 2



e Requirements under AMLO
- Ongoing due diligence

Continuously monitor b

[s.5, Sc
Reviewing from time Conducting
to time the appropriate scrutiny

documents, data and transactions
information relating ied out for the
to the customer : customer to ensure

obtained for the that they are
purpose of complying consis ith the
with Part 2 of
Schedule 2 to ensure
they are up-to-date
and relevant

risk
source of

IA\tifvinq transactions

carried out for the customer

that are complex, large or

unusual or patterns of

transactions that have no
apparent economic or lawful
purpose, and examining the
background and purposes of
those transactions and setting
out its findings in writing



e Requirements under AMLO

- Special Requirements - Enhanced ce (EDD):-J

Customer is not physically present for i

Further verifying
the customer’s
identity on the
basis of documents,
data or information
not previously used
for the purposes of
verification of the

customer’s identity;¢ |

Taking Ensuring that the payment or the first
supplementary payment ade in relation to the

MEeasures to

customer’s account is carried out
ver all the

through an account opened in the
customer’s name with an authorised
Institution, or a financial institution
operating in an equivalent jurisdiction
that has measures in place to ensure
} compliance with AML/CFT requirements

similar to those in Schedule 2 and is
supervised for compliance with those
requirements by a designated authority




e Requirements under AMLO

- Politically Exposed Persons

< Defined under Part 1 of Schedule 2 -

g
° an individual who is or has been en inentp‘ function in a
place outside the People’s Republi and—

a) includes a head of state, head of government, senior politician, senior
government, judicial or military official, senioﬁiecutive of a state-owned
corporation and an important political party official; but

b)  does not include iddle-ranking or more junior official of any of the
categories me bove;
° a spouse, a partner, a or a parent of an individual falling within paragraph

(a), or a spouseqor a partner of a.child of such an individual; or

. a close associate [s. 1(3), Part 1 edule 2] of an individual falling within
para. (a)




3 Requirements under AMLO
- Special Requirements - EDD

e Before establishing a business relationship; or continuing an existing
business relationship where the customer or the beneficial owner is
subsequently found to be a PEP, carry out the following EDD measures -

a. obtain approw»'ts senior management; and

b. take reasohable measures\to establish the customer’s or the beneficial
owner’s source of wealth the source of the funds.

o Politically Exposed Persons (PEPS) [




Other high risk situations [s. 15, Sch.

Practice Direction “P”:

AMLO:

L)

Requirements under AMLO
- Special Requirements - EDD

complex, unusually large transactions, or an unusual patterns of
transactions, which have no apparent economic or lawful purposes

overseas compani where corporate information is not readily
accessible, or wi inee shareholders, or a significant portion of

clients from or Iin non- cooberatlve countries and territories identified by
FATF or othér jurisdictions that are known to have insufficiently complied
with FATFfReco endation

Any other situ presenting a high risk of ML/TF
(domestic PEP



Democratic
People’s
Republic of
Korea

EDD - High Risk Jurisdictions

Home = Publicetions  High-risk and other monitored jurisdictons
High-Risk Jurisdictions subject toa Call for Action— 21 October 2022

High-Risk Jurisdictions
subject to a Call for
Action — 21 October
2022

e sigit iencies i ounter money mundering, terrorist firancne,
=nd financing of profiferstion. For el countries identified =s high-risk, the FATF Caltz on sl memers Bnd urzes il jurisdicions
0 #ppiy enhancec tus Sligence, and, in the most serisus Cases, CowNtries 2re Dufied LPON 0 BEPY COURter-MeasUrES t
protect the memations) firancei syskem from the money sangerins. termrist Snancing, and profterstion Snancing
[ML/TF{PF] rizks emanating from the cowntry, This fist is often externaity refermed o a3 the “bisck list™

lurisdictions subject to a FATF call on its members and other
jurisdictions to apply countermeasures

Sincz February 2020, in gkt of the COVID-13 pendemic, the FATF has pauzed the review process for ien and DFRE, given that
heyare alreacy subiject ta the FATFS call for countermeasures. Therefre, esse refer to the siemant an thess jurisdictions
adopted in 24 Febraary 2020, Whiss the statament mey not necessarily refict the must recent siatus of o ond the
Demoomtic eaple’s Reputic of Koren's AMLICFT ragimes, the FATF'S call to appiy countermensures™ on thess high-risk
jurisdictions remaing in efrect

Democratic People's Republic of Korea [DPRK]
[unchanged since February 2020]

The FATF remains cancerned oy the DPRK' failure to address the significnt defidendis inits ant-money lsundering and
comiseting the Snancing of terrarism |AML/CFT] regime and the seriows thrests they poss b0 the integrty of the international
finercizi system. The FATE urges the DPRK to immeciately and mesmingfully address its AMLICFT Cefiiancies. Further, the FATF
has serious concems with the threst posed by the DPRK's ilicit activities relsted 1o the proliferstion of weapans of mass
destruction [WhDs) and its fnancing

The FATF resfMrms its 23 Fedruary 2011 cal or its members and urges sl ihl’;sﬂ cHions to cvise their finandal institutions to
= :Peliul ethention to business relationshios snd transactions with the DPRX, -rtl.ldiﬂs DFFE companies, Francal
insttutions, snd thase 8_—.Ir‘.E on their bebalf. in acdition to mmmdscb—.l'n_\'. the FATF further calls on its meembers and urges
=0 jurisictions to appsy efective Counter-messires, and tarzeted financal sanctions in scoordance with spplicabie United
Nations Security Coundl Resolutions, to probect their financisl sectors from money !I:I"cb’ini. ﬁmmcrgnr temorism and
WD profiferation Snancing (ML/TF/FF| risks emsnating from the DPAK. Jurisdicions should take NEcEssary measures to case
mﬂ'rgnﬂmn!r sunsidaries and 'ept:znntiwe offices of DFRK banks within their testitories and terminate correspondent
resmtionships with DPRK banks, where required by relevant UNSC rescistions

Iran

unchanged since February 2020

in June 2015, Iran commited fo address its stratesic deficiancies, Fmn's sction pian expired in fanuary 2018, In Fabneny 2020,
the noted Imn has nok omEisted the action plan.

In October 2019, the FATF cafied upon its members and U":Bd = Ijursd-cton:'.oc l!l]lnir: -r‘ﬂeuser_u.p-:vi:nr\'eaar'\-mlim
for branches and sutsiciaries of financal institutions Dased in iran; introcuce ennanced neieveant rl'_'lwt'l'i mechamsms of

¥ - i 5 finandial tra - and reguine nressed sxternal audit rE':‘Ilir‘:-ﬂmer‘Mﬂd!' Froups with
respect 1o any of thair branches and subsicianies located in fran.

Hows, grven iran's faiture t0 enect the Palerme and Temorist Finencing Conventicns in fine with the FETF Sandsnds, the FTF
ety s the suspension of counker-messur=s end callz on its members and urges aR urisdicions to spaly sffective counter-
measuras, in line with Recommendstion 1511

Irar will remsin an the FATF statement on fHigh Risk funisdictions Subject to  Call for Action] until i full Action Pian has
be=n compieted If iran ratiies the Palerma 2nd Terrarist Finencing Conventions, in e with the FATF standands, the FATF will
decide on rext shens, including whether to suspend coumier messures. Unbl imn impierments the messures required to pecness
the deficiendes identified with respect to countering terrorism-finandng in the Action Plan. the FITF will remain corcermed
with the termarist financing risk emansting fram iran and the threet this poses to the Smemetional financel system

Jurisdiction subject to a FATF call on its members and other
jurisdictions to apply enhanced due diligence measures
proportionate to the risks arising from the jurisdiction
Myanmar

In Feonuary 2020, Mysnmer committed to acdness its srmesic defidences. Mysnmars sction plen expired in Septemoer 2021

In jun= 2027 the F:rrF:(mr:_;lranec.M\'m'nru:ni‘nyecrrpﬂeh s, a-..‘t'onpar by October 2027 or the FTF would cali on
its members and urge &l jurisdictions o apply erfanced due diligenoe 10 business relstions and transactions with Myanmas
Given the continued isck of progress and the magarity of it action items =51 not addressed ater s yens Deyond the action pian
dendiine, the: FATF decided that fusther action was necessany in ne with its procedures and FATF oalls on its members snd
other urisdictions ta spnky enhanced due diigence measures proportionate to the nzk arizing from Myanmar. When appljing
enhanced due diigEnce mensures, muRtries should £nSUre thsk fiows of fumnds for humanitarisn assistance, egitimate KEO
Bctivity rnd remittances ane not disnupten

Miymnmiar shouid contings b work on implementing its action pian to address thesz deficendies, including oy: 1]
demonsirating sn improved undersanding of W risks in key srear (2] demonstrating that an-ste/offste inspections are: risk-
based, and hund operators are registered and sugervisad; (3] demonstrating snhanced use of fnancial inteligance in LEA
imvestizabions, end increasing opemtional analysis and cizseminations by the FIU; [4) ensuring that MLz
im!ﬂ:ia,ub:ﬂ-':ru::th:n LT n-.'ﬂ-.ri:h:.r|:5| :!errwm'ns i'rrtﬂl:iemior of iransnaticeed ML cases with inbarmsbonsl
ooperation; (E) Semonsimbing an increese in the freezing Seizing and confisoation of ariminel proceeds, instrumentalities,
and,for property of :qu'vsler! wmbos; :| m\zsinﬁ: e mszets to preszrve the value of seized oo unii! confiscetion; and
|8} demon=trating impéem=ntation of targeted francial canctions rested to FF

The FATF urges Mysnmar to work to fully address its AML/CFT geffcendes and Myanmar will remain on the lisk of countries
subject ta & cafl forschion Lantil it= el sction pian iz completed.

T2] The Imte ate ta Recomr specifies examples of the countermeasures that coukd De underizken by

coumtries.

[2] in Jures 2008, the FATF m'm:r.ql:Irvr:hi;‘HM'pdib’c:mmmitﬂ:ntmﬂdmss 'r.s:bucasi: ARAL/CFT defidences, and
itz cecision to seek technicsl acsistance in the impiemeantation of the Arton Plan. Sinoe 2016, Iran estagished 3 mzh
daciarssion rzsilr-e_ EnactEd smEndrts 80 s Counter-Tarmanss Frar.cig:.:tend:'u .lzr:'—v-one'r ulnrcerina Art, and
nnnptadmAML:rE'au

In Febnuary 2020, the FATF noted that there are sl items not completed and imn showis Fully sddress: o oUAtEly
:ri:l!inuli:in; t:ruist.‘mer_ins,.mudin; oy remouing the esemption for nr_siamtzn grouns ‘aﬂzr-:lr:'rE toend "JIE:EI!
occupation, calanisism and redsm”; (2] identifying and freezing terrorist assets in line with the relevant United Hations
Serurity Council resalutions; 3] ensuring an sdequste and enforcenble nstomer due diligence regime: {4) demonstrating how
nutfontias ae identifying and sanctaning unfcensed money/ e tmnsfer service providers; (3] ratifying and implementing
the Falermo and TF Comaentions end cierifying the capaimiity bo provide mutual legal asziztance; and [E] ensuring thet firancal
institutions verify that wire transfers contain compiete originator and benefigary information

] Coupkries should be =die o =:Jrrappmpr;etacn\.r\(zrnnsur-_:wrer calied upon &0 0o 50 :T'.ru FATFE. Couninies should
850 De =bde 10 apply CoLtermencures independently of sny call by the FATF o 0o S0, SUCh COURSermessires thould e
effective and proportionate to the riss.
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e Requirements under AMLO

Obtain approval from its senior manage
relationship; and

- Special Requirements - EDD

),
r continue the business

either—

[s.15(a), Sch. 2]

take reasonable measures to establish the customer’s or beneficial owner’s
source of wealth and source of the funds that will be involved in the
business relationship;

take additional m
financing involvec

mitigate the risk of money laundering or terrorist



e Requirements under AMLO

- On-going Due Diligence und Situafions

If customer is -

* not physically present; or
* aPEP; or /
* involved in other high,risk situations

Additional measure ensate for ML/TFE risk in monitoring business

relationship
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' Requirements under AMLO
- Simplified CDD Measures

Simplified CDD : no need to identify an ial own hen there are
reasonable grounds to believe th alls within the specified
categories [s. 4(3), Schedule 2], or the product related to the transaction is a

specified product [s. 4(5), Schedule 2]
Other aspects of CDD measures must still be undertaken

. suspicions of the omers involved in ML or TF

. doubts on :tl.h"é veracity or adequacy of information obtained during the CDD

process




' Requirements under AMLO
- Record-keeping

. original or a copy of the documents, and a record of the data and
information, obtained in connection with the transaction

o For transactions, maintain records on transactions for at least 5 years
beginning on the date h the transaction is completed

o Duty to keep records [s. 20, Schedule 2

o In relation to a transaction -




L)

L)

3 Requirements under AMLO
- Record-keeping

In relation to a customer -

. original or a copy of the do record o? tﬁe data and
information, obtained in the course of |dent|fy|ng and verifying the identity
of the customer or any beneficial owner of the c%omer

. original or a copy of the files relating to the customer’s account and
business correspon e with the customer and any beneficial owner of
the customer

For customers, main ain records throughout the continuance of business
relationship and for at least 5'years after the end of the business relationship
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e Requirements under AMLO

- Reliance on Intermediaries t CDD

eans .0f4rmediaries

Legal professionals may carry out
[s. 18, Sch. 2]

Intermediaries include - /
. an accounting professional;
. an estate agent;
. a legal prow
. a TCSP lice
. an authorised financial institution; and
. intermediaries in an eqU| t Jurlsdlctlon, which are regulated under

the law of th
AML/CFT re

The legal professio
CDD measure.

measures to ensure compliance with
upervised for compliance



3 Requirements under AMLO
- Sanctions

Non-compliance with the requirements will beé handled in accordance
tion and disciplinary mechanism under
inance (“"LPO"), Cap. 159.

with the prevalllng inv
the Legal Practltlo




on, Security Bureau




e Targeted Financial Sanctions
- Terrorist Financing

Terrorist Financing Risk of Hon

United Nations
(Anti-Terrorism
Measures)
Ordinance
Cap. 575

No confirmed
case of TF
activity

Medium-low
Risk




e Targeted Financial Sanctions

- Terrorist Financing |
g

@ UNATMO Y

‘3\\ Under the UNATMO, the Government has |mplemented measures on prevention
of terrorist acts, including -
<publishing in the Gazette a notice of persons or organizations designated by
the UN or specified by th s as terrorists/terrorist associates
<-freezing terrorist pr y
<-prohibition on providi g/collectmg property to commit terrorist acts
<-prohibition ondmaking property/ﬂ ancial serV|ces avallable to or collecting

<-prohibition on deali
terrorists/terrorist a
<-prohibition on pr
organizing/facilitati




e Targeted Financial Sanctions

- Proliferation Financing of Democratic People’ rea (North Korea) and Iran

3
atll]

United Nations Sanctions Ordinance (Cap. 537)

« United Nations Sanctions (Democratic People’s Republic of Korea) Regulation (Cap.537AE)

« United Nations Sanctions (Joint Comprehensive Plan of Action - Iran) Regulation (Cap.537BV)

(/)

(ii) individuals ofentitie ] f of, or at the direction of, or owned




Targeted Financial Sanctions
- Terrorist Financing and Prol

UNITED NATIONS (ANTI-TERRORISM MEASURES) ORDINANCE
(Chapter 575)

the Resolutions 1267 (1999), 1989 (2011) and 2253 (2015),
as well as the Resolution 1988 (2011)
(the Committees)

persons or organisations esignated
by the United Nations @s terrorists/
terrorist associates

https://www.sb.gov. hk/en
errorist/terrorist.htm/

List of relevant persons and relevant entities published under section 31 of
the United Nations Sanctions (Democratic People's Republic of Korea)
Regulation

(updated on 9 August 2018, 10:00 a.m.)

Lists . of individuals and entities
designated by the United Nations
Security Council
https://www.cedb.gov.hk/en/policies

united-nations-security-council-
sanctions.html
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