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COUNTER-FINANCING OF TERRORISM (CFT)
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Money Laundering (ML) Risks of Legal
Professionals

Major Amendments to the Anti-
Money and Counter-Terrorist
Financing Ordinance (Cap. 615)
(AMLO)

AML/CFT Requirements under AM

(a) Customer due diligence (CDLC
(b) Record-keeping (RK)
Targeted Financial Sanctions |
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International typology

Money Laundering (ML)

ML risk of legal professional service

Buying and
selling of real
estate property

Management
of trusts and
companies

M Making
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for clients
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Local context
Hong Kong Money Laundering and Terro

MONEY LAUNDERING

Widely participating ir any service business

Key role in processin - ta: ' transactions
6 y P : Narcotics Division, Security Bureau



@ Hong Kong is exposed to a medium-high level of ML risk,
" comprising a medium-high level of threat and a medium
level of vulnerability.

Medium-high level
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n Money Laundering (ML

ML Risks for Legal
Medium-

‘Ml ties for
egal Professmnals Sector is
ledium-Low

ML Threats for Leg
Professionals
Medium-Low
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o ML Threats for Legal -E—m rccilh

Expose to potential ML activities
through estate transactions and 4
trust or company services

| -

aybeco verted Ir

Crime proce o |
sets, including estates

different t§

8 clientele subject to a
Joundary ML threat
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ML Vulnerabilities for Legc
(Medium-Low)

L1

Effective entry controls
and strong integrity

(must obtain a certificate from the
LSHK to practice as a solicitor)

Enhance AML | N

(the LSHK intrc
Direction P, c
AML/CF

A

zompliance of AMLO, make referrals

“Sanctions

4K investigates breaches of and
3 disciplinary action against non-

D Solicitors Disciplinary Tribunal to
impose penalties)
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o Money Laundering (ML) Ri

Guidance for a Risk-Based Approack
Legal Professionals

¢ Section Ill — Guidance
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Access at -

Mutual Evaluatio_' NeTe)

by Financial Ac

APG

- -

Antkmoney laundering
and counter-termorist
financing measures

Hong Kong, China

U

PSR - 13
R0y .L .

il.l_i..- il B
*} gt (o

B0ra/en/publicaill
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https://www.fatf-gafi.org/en/publications/Mutualevaluations/Mer-hong-kong-china-2019.html
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o Mutual Evaluation Reg
- Legal Profe

Take risk-based
approach to mitigate
their ML/Terrorist
Financing (TF) risks

Comprehensive
understanding of
~ ML/ZEF risks

nternal
ls and
yendent
compliance
iﬁ_s"”Bfﬁcer

Narcotics Division, Security Bureau




14

Access at -

Regular Follow-up

by Financial A

Anti-money laundering and
counter-terrorist financing
measures

Hong Kong, China

-
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https://www.fatf-gafi.org/en/publications/Mutualevaluations/FUR-Hong-Kong-China-2023.html

Major en ments to
the Anti- Mon(y and
_:_:ter -Terrorist

F| n ar n cing Ordinance




Anti-Money Laundering and Counter-Terrorist Financing
Ordinance (Cap. 615) (AMLO) — Majg 1C

Items

Politically To replace the definition of % 2rsc under Schedule
exposed 2 of AMLO, as an individual who is or has been en sted with a prominent
person public function in a place outside He

Empowering regulatory authorities to me ir
exemption of er ire nts in respect of former PEPs on
a risk-sensiti £ :

Beneficial Aligning the de _owner” in relation to a trust under
owner the AMLO w ., | person” under the Inland Revenue
Ordinance (Ca ist is concerned, it includes trustees,

benefic . beneficiaries)
Digital Allowing the 4 | 4. entification systems
identification | (i.e. non fa¢ 1t

systems
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2.

Registration Regime for
Dealers in Precious Metals a

Category A Registration

Applicability DPMS which -
a) will engage in single <
involving non-cash payment
HK$120,000 or more; and =
b) will not engage in any single
transactlon mvol ing payment in cash of |
Entry
requirements
AML/CFT
obligations

Registration

gage |n single

nore

Subject to fit-and-proper test

| Subject to the AML/CTF

obligations set out in _Schedule 2
to the Anti-Money Laundering and
Counter-Terrorist Financing
Ordinance when engaging in a cash
transaction at HK$120,000 or more
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Requirements under AM o

- Legal Professional

* Defined under Schedule 1, Part y v
a) a solicitor as defined by sectio Ince
(Cap. 159); or ' :
b) a foreign law e_r._.,f" Practitioners

Ordinar
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Under section 5A(3) of AMLO, a legal prof

a transaction concernlng one or more of the fg

a
b.

C.

Requirements under AMLC
- Types of Act|V|t|es for

, the Iegal professional

the buying and selling of real estate
the managing of client money, securltles

the management of bank S vmgs or secur

the organization of
corporations :

tions for the creation, operation or management of
the creation, op-"e"w ent of

i. legal perso "
ii. legal arrang
the buying or se

a service speC|f e

. on of trust or company service in section 1 of Part 1 of
Schedule 1 to the £
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Prescribed in Schedule 2 to AMLO

Requirements under AMLC
- CDD requirements

identifying the customer
[s. 2(1)(a)]

identifying the beneficial owne
verify the beneficial _Qw-ner’s identit

iy ° 7"

neasures to

obtaining informatighson the purpo e nde __ture of the
business relatio b if @ business relationship is to be established
[5-2(1)(C)] g

if a perso 118 f the customer [s.2(1)(d)] -

a) iden 0 act on behalf of the customer
and to verify the person’s identity;
and

ority to act on behalf of the customer.

b) verifyin
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CDD measures must be carried out

- when there is a

« when there

If CDD require

L)

Requirements under AMLC
- When to Carry out CD b

- before establishing business relati@ “

a customer with
nship]

[Note: “occasional transaction”
whom the legal profes |onaI does no

ion that th custo

‘or the c_u.somer’s account is
involved in ML/T'" i

. or adequacy of the information
obtained d

with, a business relationship or an

occasional trans omer MUST NOT be established. If a

business relationsh
reasonably practical

gstablished, it must be terminated as soon as
, Schedule 2]
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a - When to Carry out

Requirements under AMLO_

Exceptional circumstances where .
ownher can be verified AFTER estab

[s.3 (2), Schedule 2] -
.+ any ML/TF risk is effect

. it is necesse onduct of business with

The verifica_t?j"::: n as reasonably practicable

[s.3 (3), Sche
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B Requirements under AMLC
- Ongoing due diligence

[s.5, Schedle 2

ansactions

Reviewing from time Conducting
to time the _appropriate sc

V)

led or the customer

documents, data and . transactions . are complex, large or

‘unusual or patterns of
transactions that have no
apparent economic or lawful
purpose, and examining the
background and purposes of
those transactions and setting
ource of out its findings in writing

information relating ied out for the
to the customer er to e
obtained for the '
purpose of comp
with Part 2 of

Schedule 2 to en
they are up-to-date
and relevant
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ﬁ Requirements under AMLO

- Special Requirements - En

Customer is not physically present for ids

Further verifying Taking L

the customer’s supplementary

identitv on the MEASUresS to £ - IS carried out

basis of documents, yer' all  the Von | accour opened in the

ggiapgg\;%fuogwajézg | Htele er's name with an authorised
itution, or a financial institution

for the purposes of
verification of the
customer's identity;

ating in an equivalent jurisdiction

[ has measures in place to ensure
. compliance with AML/CFT requirements
. similar to those in Schedule 2 and is
- supervised for compliance with those
requirements by a designated authority

**Starting from 1
customer is not phy
identity may be ve
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B Requirements under AMLO
- Politically Exposedh Per
X Defined under Part 1 of Schedule 2 2N

e  an individual who is or has been entpll
place outside Hong Kong and—

a) includes a head of state, head «
government, judicial or military
corporation and an important pol

b)  does not include afmiddle-rankinc
categories ment above;

> fun

cian, senior
f a state-owned

II official i any of the

individual fa_l_li-ng within paragraph

. a spouse, a partner y parent o
(a), or a spouse 1 1 an individual; or

° a close associ J of an individual falling within
para. (a)
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Requirements under AMLO
- Special Requirements
B

o Politically Exposed Persons (PEPS) [: N o - —

e Before establishing a business ' ' an existinc
business relationship where cial owner is
subsequently found to be a PE ) measures -

b

T
A
“.

a. obtain’s .app

b. take r>

owner_f’;

C -_.of the funds.
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L)

Requirements under AMLO
- Special Requirements |
Other high risk situations [s. 15, Sch. 2

Practice Direction “"P":

* complex, unusually large tran: ‘patterns of
transactions, which have no appa Irposes

* overseas companies where cor atio 5 not readily
accessible, or withRGmMinee shareholders, or a significant portion of
capital in the fogr rer shares S

* clients from o rative
FATF or ot .
with FAT

* AMLO:

e Any other
(domestic P}

ies and territories identified by
.to have insufficiently complied

enting a high risk of ML/TF

Narcotics Division, Security Bureau



Democratic
People’s
Republic of
Korea

EDD - High Risk Jurisdictions

High-Risk Jurisdictions subject to a Call for Action - 24 February 2023

High-risk jurisdictions have significant strategic deficiencies in their regimes to counter maney laundering, terrorist financing, and financing of profiferation. For all countries identified as high-risk, the FATF calls on all members
and urges all jurisdictions to apply enhanced due diligence, and, in the mest serious cases, countries are called upon to apply counter-measures to protect the international financial system from the money laundering, terrorist
financing, and proliferation financing {ML/TF/PF) risks emanating from the country. This list is often externally referred to as the “black list”. Since February 2020, in light of the COVID-19 pandemic, the FATF has paused the
review process for Iran and DPRK, given that they are already subject to the FATF's call for countermeasures, Therefore, please refer to the statement on these jurisdictions adopted on 21 February 2020, While the statement may
not necessarily reflect the most recent status of Iran and the Democratic People’s Republic of Korea's AML/CFT regimes, the FATF's call to apply countermeasure on these high-risk jurisdictions remains in effect.

Jurisdictions subject to a FATF call on its members and other jurisdictions to apply countermeasures

Democratic People’s Republic of Korea (DPRK)
[unchanged since February 2020]

The FATF remains concerned by the DPRK's failure to address the significant deficiencies in its anti-money laundering and combating the financing of terrorism (AML/CFT) regime and the serious threats they pose to the integrity
of the international financial system. The FATF urges the DPRK to immediately and meaningfully address its AML/CFT deficiencies. Further, the FATF has serious concerns with the threat posed by the DPRK'S ilicit activities related
to the proliferation of weapons of mass destruction (WMDs) and its financing,

The FATF reaffirms its 25 February 2011 call on its members and urges all jurisdictions to advise their financial institutions to give special attention te business relationships and transactions with the DPRK, including DPRK
companies, financial institutions, and those acting on their behalf, In addition to enhanced scrutiny, the FATF further calls on its members and urges all jurisdictions to apply effective counter-measures, and targeted financial
sanctions in accordance with applicable United Nations Security Council Resolutions, to pratect their financial sectors from maney laundering, financing of terrorism and WMD proliferation financing (ML/TF/PF) risks emanating
from the DPRK. Jurisdictions should take necessary measures to close existing branches, subsidiaries and representative offices of DPRK banks within their territories and terminate correspondent relationships with DPRK banks,
where required by relevant UNSC resolutions.

Iran
[unchanged since February 2020]

InJune 2016, Iran committed to address its strategic deficiencies, Iran's action plan expired in January 2018. In February 2020, the FATF noted Iran has not completed the action plan.[2]

In Octaber 2019, the FATF called upon its members and urged all jurisdictions to: require increased supervisory examination for branches and subsidiaries of financial institutions based in Iran; infroduce enhanced relevant
reporting mechanisms or systematic reporting of financial transactions; and require increased external audit requirements for financial groups with respect to any of their branches and subsidiaries located in Iran,

Now, given Iran’s failure to enact the Palermo and Terrorist Financing Conventions in line with the FATF Standards, the FATF fully lifts the suspension of counter-measures and calls on its members and urges all jurisdictions to
apply effective counter-measures, in line with Recommendation 19.[3]

Iran will remain on the FATF statement on [High Risk Jurisdictions Subject to a Call for Action] until the full Action Plan has been completed. If Iran ratifies the Palermo and Terrerist Financing Conventions, in line with the FATF
standards, the FATF will decide on next steps, including whether to suspend countermeasures, Unfil Iran implements the measures required to address the deficiencies identified with respect to countering terrarism-financing in
the Action Plan, the FATF will remain concerned with the terrorist financing risk emanating from Iran and the threat this poses to the international financial system.

Myanmar

Jurisdiction subject to a FATF on its members and

other jurisdictions to applf enhanced due diligence

measures proportipifate to the risks arising from the
jurisdiction

[unchanged since October 2022]

In February 2020, Myanmar committed to address its strategic deficiencies. Myanmar's action plan expired in
September 2021.

In June 2022, the FATF strongly urged Myanmar to swiftly complete its action plan by October 2022 or the FATF would
call on its members and urge all jurisdictions to apply enhanced due diligence to business relations and transactions
with Myanmar. Given the continued lack of progress and the majarity of its action items still not addressed after a year
beyand the action plan deadline, the FATF decided that further acticn was necessary in line with its procedures and
FATF calls on its members and other jurisdictions to apply enhanced due diligence measures propertionate to the risk
arising from Myanmar. When applying enhanced due diligence measures, countries should ensure that flows of funds
for humanitarian assistance, legitimate NPO activity and remittances are not disrupted.

Myanmar should continue to work on implementing its action plan to address these deficiencies, including by: (1)
demonstrating an improved understanding of ML risks in key areas; (2) demenstrating that on-site/offsite inspections
are risk-based, and hundi operators are registered and supervised; (3) demonstrating enhanced use of financial
intelligence in LEA investigations, and increasing operational analysis and disseminations by the FIU; (4) ensuring that
ML is investigated/prosecuted in line with risks; (3) demenstrating investigation of transnational ML cases with
international cooperation; (6) demonstrating an increase in the freezing/seizing and confiscation of criminal proceeds,
instrumentalities, and/or property of equivalent value; (7) managing seized assets te preserve the value of seized
goods unfil confiscation; and (8) demonstrating implementation of targeted financial sanctions related to PF.

The FATF urges Myanmar to work to fully address its AML/CFT deficiencies and Myanmar will remain on the list of
countries subject to a call for action until its full action plan is completed.
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either—

[s.15(a), Sch. "'2']

Requirements under AMLO
- Special Requireme

Obtain approval from its senior manag
relationship; and "

neficial owner’s
' involved in the

take reasonable measur”
source of wealth & d
business relatlon

take additional

f money laundering or terrorist
financing involved
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D)

L)

Requirements under AMLO
- On-going Due Dilig

If customer is - |

*  not physically present (and his idk
digital identification system); or

*  aPEP;or

* involved in oth

Additional me ) " > for in monitoring business
relationship &
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Requirements under AMLO
- Simplified CDD Measlt

% Simplified CDD : no need to identify a /hen
reasonable grounds to believe thd tomer falls within the specified
categories [s. 4(3), Schedule 2], or t ransaction is a
specified product [s. 4(5), Schedule . | w

% Other aspects of CDD measure '

’ _

——
[p—
i QR
Uil

2 allowed &n tt E

+ suspicions of thef Lor TF
. doubts on the 'mation obtained during the CDD
process '
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Requirements under AMLO
- Record-keeping

Duty to keep records [s. 20, Sched

In relation to a transaction - > |
. original or a copy of the doci and
information, obtained in conne

For transactions, maintai " least 5 years

beginning on the date o

Narcotics Division, Security Bureau



L)

L)

Requirements under AMLO
- Record-keeping

In relation to a customer -

. original or a copy of the dc | nd a record O dtal=,-fd
information, obtained in the cours 1g the identity
of the customer or any benefi § e

's account and

- original or a copy of the files re u: _
any beneficial owner of

business correspond€hce with the
the customer h

For
relationship and f

t the continuance of business
nd of the business relationship

: is
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L)

L)

>

L)

&

L)

Requirements under AMLO
- Reliance on Interlﬁe' ari

Legal professionals may carry out CDRI
[s. 18, Sch. 2]

Intermediaries include -
. an accounting professmnal
. an estate agent; |
. a legal profeSS|
. a TCSP license

. an authoris
. intermec
the la
AML/C

The legal profe
CDD measure.

b
tion, which are regulated under
Ures to ensure compliance with

ervised for compliance
r the AMLO for a failure to carry out
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Requirements under AMLO
- Sanctions :

3]

dance

Non- comphance W|th th
" ism under

with the preva
the Legal Prac
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g Targeted Financial Sanctior
- Terrorist Financing

Terrorist Financing Risk of Hong¢

United Nations
(Anti-Terrorism
Measures)
Ordinance
Cap. 575

No confirmed
case of TF
activity

Medium-low
Risk
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¢

S

a Targeted Financial Sanctior
- Terrorist Flnancmg

xR
Under the UNATMO, the Government
of terrorist acts, including -

‘on prevention

publishing in the Gazeti e_ a notice of pe 1NiZ 1S designated by
the UN or specified byshe court as te rorist associates

freezing terrorist p . |

prohibition on pr ing p to commit terrorist acts
prohibition or ' vices available to or collecting
property/so orists/terrorist associates
prohibition ¢ rorist property or property of
specified ter

prohibition on g property to finance or

avel of foreign terrorist fighters

organizing/facili
Narcotics Division, Security Bureau



Targeted Financial Sanctions
- Proliferation Financing of Democratic Pe

United Nations Sanctions Ordinance (Cap. 537)
« United Nations Sanctions (Democratic People’s Republic of Korea) Regulation (Cap.537AE)
« United Nations Sanctions (Joint Comprehensive Plan of Action - Iran) Regulation (Cap.537BV)

or other financial assets or

Targeted Financial Sanct

X NOT to make availab
economic resource

(i) individuals o 1 Nations Security Council, and

(ii) individuals o
or controllea

of, or at the direction of, or owned

= Narcotics Division, Security Bureau



Targeted Financial Sanction:

UNITED NATIONS (ANTI-TERRORISM MEASURES) ORDINANCE
Chapter 575) . ogs . .
(ha List of relevant persons and relevant entities published under section 31 of

the United Nations Sanctions (Democratic People's Republic of Korea)

Regulation

s\ of individuals and entities
ated by the United Nations

by the United Nations: | '
terrorist associates | https. //www cedb. gov hk/en/pOIIC/es
https://www. sb.gov. : ur
errorist/terrorist. hitm/® Y " sanctions.html/
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